COMMITTEE: CABINET

DATE: 2 October 2002

SUBJECT: Internal Audit Services— Review of Activitiesand
Performance

REPORT OF: Sue M cHgh, Director of Finance & Corporate
Services

Ward(s): All

Purpose: To provide a summary of the activities and
performance of Internal Audit during the period 1
April 2002 to 31 August 2002.

Contact: Martin Freeman, Head of Audit, Telephone 01323

415136 or internally on extension 5136.

Recommendations:

Cabinet notes the contents of this report.

1.0

Introduction

11

The Ingtitute of Internal Auditors' (I1A) August 2000 Position Stategment on audit
committees and internal auditors recommends that an organisation’ s audit committee (or

appropriate equivalent) should:

“Focus on obtaining a clear understanding of internal audit actipities, functionsand
organisational structure aswell as ensuring that the planned programme of work is

appropriate.”




12

Furthermore, there is arequ

rement

within the internal financial control
framework of the Comprehensive

Performance Assessment In
for internal audit to report fo
Members.

dicators
rmally to

13

In accordance with these best
practice recommendations, the
following report has been written to

provide a commentary on th
activities and performance o
Internal Audit Service for the
April to 31 August 2002.

e
f the
2 period 1

2.0

The Internal Audit Service at

Eastbourne Borough Counc

21

Background

211

The IIA define internal auditi

“ An independent, objective assurance and consulting activity dg
and improve an organisation’ s operations. It helps an organisati
objectives by bringing a systematic, disciplined approach to evalu
effectiveness of risk management, control and governance proceg

ng as:

signed to add value

bn accomplish its
ate and improve the

212

This definition now places f¢
emphasis on working with c

Ar greater
lients to

meet their expectations, to deliver
solutions and improve operations. In

recognition of this, particular




2.1.3

Much work has also been carried out

during the last 12 months in

Improving the image and profile of

the Section through new cor

porate

developments, some of whigh are
mentioned in section 6 of the report.

2.2

Level of Service Provided

221

The Director of Finance and
Corporate Services provides
Management with a level of |
Audit Service covering the fq

nternal
bllowing:

The continuous apprais
review of internal control
and procedures to secure
efficient operation of the
Council’s affairs. Internal
provides objective examir
evaluation and reporting (
adequacy of internal cont
contribution to the econol
efficient and effective use
resources.

al and
systems
the

Audit
1ation,
N the
rols as a
mic,

of




- Routine audits to ensurt
good standards of financi
management are maintain
to ensure that decisions t
Management are being co
with.

e that
al
ed and
aken by
mplied

- A consultancy service Il
relation to performance re

L
View,

value for money and fraud or

iIrregularities, financial or
otherwise.

- Other services as detert
by the Director of Finance
Corporate Services in mes
her statutory responsibilit

mined
and

2ting

les.

2.3

Provision of Additional Serv

Ices




231

In addition to the above, Intg
Audit are available to Manag

rnal
ement

for carrying out special projects as
determined by the Client Department
and the Head of Audit, providing

suitable staff and other reso
allow.

urces

2.4

Audit Plan

241

In order to achieve the objeg
the Internal Audit Service, w
planned and agreed with

Management and Members.

tives of

ork is

24.2

Cabinet approved the currer
Strategic and Operational In
Audit Plans on 10 April 2002
Plans cover 4 financial years
1 April 2002 and concluding
March 2006.

t
ternal
. These
, starting
on 31

3.0

Staff Resources




31

Recruitment campaigns

311 A Trainee Auditor was recruited internally with effect from 1 May P002.

12 Following this appointment,|the
Section has had a full complement of
staff (3.2 FTE posts).

0 Training

* Vocational Training

411

Members of the Audit Sectio
attended a number of trainin
courses during the review p
including:

Report Writing;

n have

g
ariod

IT security and associated

Issues facing the Council

An introduction to contract audit;
Raising the profile of Internal Audit;

Embedding Risk Management Workshop.




412

Attendance at these courses has

resulted in improvements wi
Section and can be related d

thin the
iIrectly to

service and corporate objectives.

4.2

Professional Qualifications

421

CIPFA benchmarking exercises have

highlighted a lower than ave
attainment of professional

gualifications in the Section
3 members of the team have
the Association of Accountil
Technician’s professional
gualification, there are no gt
accountants. This is now be
addressed and from Septem

rage

Whilst
acquired

9

1alified
ing
ber 2002,

2 Auditors will commence study
towards the CIPFA accountancy
gualification. The Trainee Auditor
will also start studying for the

Association of Accounting
Technicians professional

gualification. These long-term
courses of professional study will
significantly raise the qualifications
of the Internal Audit function.




5.0

Audit Activity

51

Much of the planned work of Internal Audit is structured to gain asgurance on the
adequacy of internal controls. This Section of the Report provides a commentary on the

work of Internal Audit across the Council.

52

Routine Audits

521

Routine audits are undertaken on arolling cyclical programme, wit
review determined by an assessment of risk.

n the frequency of

522

The objective of routine auditsis not only to discharge the Director
Corporate Services' legidlative s151 responsibilities but also to pro

of Finance and
Vide an assurance to

Management on the proper and effective administration of their areq of responsibility.

523

Routine audit work carried out during the period under review has

rovered services such

as Coadtline Caterers, Cavendish Sports Centre, the Sports Park, Tourist Information
Centre, Seafront Gardens Contract, Elections and Electoral Registration, Building
Control and Recruitment. At the time of writing this report, a number of these reviews

are ongoing.

524

Areas where improvements could be made have been identified during the reviews and
where reports have been issued Management has agreed to implement the

recommendations made. Formal follow up of these recommendatid
compliance will be carried out at the prescribed time.

ns to ascertain

525

In addition to the above, afollow up audit has also been carried out on Car Parking and

the Coach and Lorry Park.

53

Computer Audit

531

Computer audits are concerned with reviewing and testing internal
within systems. Thisformsan integral part of the audit of those co

controls and data
puter systemsto

determine whether they are working properly. Furthermore, it makes use of information
within computer systems for other purposes, for example data files that contain
management information can be reviewed to ascertain if the Councill is achieving its

objectives efficiently.




53.2

Of particular note is the work that has been carried out during the p|
on IT security with the ultimate goal being the formulation of an In
Policy in compliance with 1SO17799, the Code of Practice for the
Information Security. The section has also prepared an Internet Po
carried out training on this subject.

eriod under review
ormation Security
Vlanagement of

icy (see 6.2) and

54

Main Financial Systems

541

It should be noted that there have been recent developments in the approach to auditing

the main financial systems. Previously thiswork had to be carried

scalesin order to assist the External Auditor in their work on the St
However, in future Internal Audit work on the main financial syster]
the financial ledger) will be undertaken throughout the year.

but within set time
atement of Accounts.
ns (excluding that on

55

System Devel opments

551

Eastbourne Theatres are currently looking to purchase a new Box (
System. Internal Audit has provided initial advice to Theatres Man
project and the Computer Auditor is amember of the Project Team
has been alocated in the Plan for 2002/03 to review implementatiol

ffice Computer

agement on this
Further audit time

n of the new system.

5.6

Special Investigations

56.1

To date, 14.2 days have been spent carrying out 5 specia investigations. None of these

investigations have so far required formal interviews with officers d

f the Council.

5.6.2

In one case however, involvement was sought from the Sussex Poli
Unit. Asaresult the Council may be required to obtain a Court Or
information from athird party vital to the investigation. Thisinves

ce Computer Crime
der in order receive
igation is ongoing.

56.3

Where relevant, recommendations in respect of the investigations h
Management to strengthen internal controls and prevent repeat casq

ave been made to
IS,

6.0

Audit Activity in New Developments

6.1

Audit has carried out work on the following new corporate develop

ments.




6.2

Internet Policy

6.2.1

An Internet Policy has been written setting out clear guidelines governing the use of

e-mails and Web access. The Head of Audit and Computer Auditol

are currently

involved in an extensive training programme to raise awareness of ilssues surrounding
electronic communications. The Head of Audit and the Computer Auditor have
dedicated a significant amount of time during the review period to this training and other

associated electronic communication i SSUes.

6.3

Anti Fraud and Corruption Policy

6.3.1

The existing Anti Fraud and Corruption Strategy has been revised.

The new Policy is

designed to encourage prevention, promote detection and identify gn avenue for

investigation in cases of fraud and corruption.

6.3.2

In addition, a Whistleblowing Guide has been written to encourage

staff and others with

serious concerns about unlawful conduct, financial malpractice or dangers to employees,

the public or the environment to come forward and voice those con

cerns.

6.3.3

The Anti Fraud and Corruption Policy and Whistleblowing Guide i

Hentify that the

Council has put in place procedures to assist in the prevention, detection and

investigation of fraud and corruption. Consequently the protection
assets has been strengthened.

of public funds and

6.4

Integrated Performance Management

Framework

6.4.1

A key component of the governmen

t's White

Paper “Strong Local Leadership — Quality

Public Services” is the introduction

of

Comprehensive Performance Assessment for

local authorities including a review
corporate governance arrangement
Government’s intention that CPA w
the cornerstone of the government’

of

S. Itis the
Il “form

S

performance framework for local gavernment.”




642 The Council will now be required to
demonstrate its capacity to direct resources
and management capability to services that
matter to the community.

643 Initial discussions have recognised|the need
for closer working within the Coungil to ensure
the non-duplication and effectivenegs of the
programmed Internal Audit work on Best
Value. It has therefore been propoged that a
core working group is formed from
(principally) the Strategic Development and
Internal Audit Divisions to review the strategic
documents in place within the Council and the
corresponding performance monitgring
systems. Other work of the Group could
include a mapping exercise of activjty and
related performance monitoring.

~t

6.5 Corporate Authorised Signatory Lis

6.5.1 Internal Audit has streamlined the procedure for recording and updgting the list of
authorised signatories. It isanticipated that a great deal of officer time can be saved as a
result of the new procedure.

6.6 Financial and Contract Procedure Rules

6.6.1 The Head of Audit isamember of the small working group charged with reviewing the
Council’s Financial and Contract Procedure Rules. Thiswork will recommence later in
the year.

6.6.2 On the basis of the work already undertaken, it is clear that in order to carry out awhole

scale review of the Rules including proper consultation with officers across the Council,
much more audit time must be invested.




6.7 E-Government Working Group

6.7.1 The Government’s Modernising agenda provides an opportunity fof innovation in
service delivery through electronic communication. However therg are significant risks
of fraud and misuse of information associated with electronic servige delivery and the
move towards paperless systems.

6.7.2 The Head of Audit is therefore a member of the Council’s E-Goverpment Working
Group. The objectives of this group are to consider policy areas such as e-commerce,
e-procurement, e tendering, disaster recovery / business continuity and security.
Through membership of this group the Head of Audit iswell placed to consider and
provide advice on the audit implications of future electronic service delivery.

70 Internal Audit Coverage

7.1

The table below summarises audit ¢
date together with the planned total
the Council’s departments and otheg
of work.

roverage to
time for
r key areas

Audit Planned Days to | % of Audit
Activity Days Date Time
Finance & 85 4.8 1.4
Corporate

Services

Tourism & 108 48.6 14.5
Leisure




Planning
Regenerati
on &
Amenities

28

10.3

3.1

Housing
Health &
Comm.

Finance

95

4.8

1.4

Chief
Executives

47

2.7

New
Developme
nts

52

29.3

8.8

Special
Investigati
ons

30

14.2

4.3

Risk
Manageme
nt

40

4.3

1.3

Best Value

30

11.9

3.6

Equality
Objectives

0.3




Sussex 14 6.7 2
Audit
Group
Other 338 189 56.6
Non-Charg
eable Time

Totals 867 333.9 100

7.2

Analysis of Audit Coverage

721

The second half of the financial year will see

particular focus on the completion ¢
departmental assignments.

pf planned

722

Risk Management work will increas
coming months with the launch of t
strategic risk management project 4
Head of Audit’s membership of the
and Financial Planning Group. Are
campaign will be carried out during
/ October to appoint a part-time Augd
fixed term contract to carry out “pu

e over the
he

and the
Service
cruitment
September
itor on a
re” audit

work that would otherwise have beén

undertaken by the Head of Audit.




7.2.3

Work on Best Value will increase in
half of the year through the Head of

work on the Integrated Performance

Management Framework and memk
the project team carrying out the B
Review of Information, Communica
Consultation.

the second
Audit’s

|4

ership of
st Value
'ion and

724

A higher than forecast amount of tir
been required in carrying out specis:
investigations. If this trend continu
30 days originally allocated will be ¢

ne has
Al
es then the
pxceeded.

7.2.5

No time was allocated to Equality O
(see 8.3 below) during the initial aud
process. In order to accommodate
necessary for this important work, ¢
planned audit assignments may not
completed during the year. In ordel
any shortfall, the following course(s
may need to be followed:

Reducing the time allocated
assignments;

Moving the reviews of lower |
into future years;

Amalgamating some reviews
Keeping a “watching brief” o
activity through membership of

review and working groups;

A combination of some or all

bjectives
lit planning
the time
s0me

be

to manage
) of action

[0 some

'1sk areas

n areas of

corporate

of the

above.




7.2.6

Other non-chargeable time, i.e. ann
sick leave, training, administration |
in line with the original forecast. N¢
attempts will be made to reduce the
time spent on administration etc. dy
remainder of the year.

lal leave,

s broadly
pvertheless,
amount of
iring the

8.0 Best Value

8.1 Audit Plan

8.1.1 The Head of Audit has planned (as far as possible) for audit assigniments to complement
and integrate with Best Value Reviews. More detailed timing of assignmentsis agreed
in advance with the relevant Heads of Service and Managers.

8.2 Best Value Review of Finance

8.21 Internal Audit have been the subject of a Best Vaue Review during 2001/02 as part of
the wider review incorporating Financial Management and Financial Strategy.

8.2.2 Set out below are some of the significant service improvements ideftified through the

Best Value Review and consultation exercise, which have been incl
Improvement Plan.

uded in the

New Audit Plan drawn up by applying arisk assessment over &l of the Council’s

Services,

Audit assignments to be planned (as far as possible) to fit in wi
Reviews;

Control issues identified through audit work to be considered a
meetings;

New performance targets for the issue of draft and final reportg
All Members to have access to final audit reports via the comp
Improvements in computer interrogation techniques;

The Head of Audit to lead on corporate risk management.

h Best Value

Best Vaue Review

uter network;




8.2.3

Manual and Charter.

Action has been taken within the Section to implement the recommendations made in the
Improvement Plan. However, further work is required on the preparation of a new Audit

8.3

Equality Objectives

831

The Head of Audit was a member of the Equalities Best Value Rev

ew Team.

8.3.2

the self-assessment process.

Future Audit involvement in the equality programme has been secufed through the Head
of Audit’s membership of both the Corporate Equality Planning Grpup and the Equality
Steering Group. The Head of Audit is also the Equality Representative for the Finance
and Corporate Services Department. Audit will have akey consultancy roleto play in

9.0

Sussex Audit Group and Sussex Al

ditors

Computer Sub-Group

9.1

Group and Computer Sub-Group respectively.

The Head of Audit and the Computer Auditor have continued attengling the Sussex Audit

911

There are many benefits of participating in these groups, namely:

which has facilitated the sharing of information, policies, best pract
Opportunities for lower cost for in-house training;
Networking opportunities;
Opportunities for sharing Internal Audit resources;

Participation in Sussex Audit Group benchmarking exercises.

A strong sense of trust and support has devel oped between member authorities

ce etc;

9.1.2

Asaresult of the last process benchmarking exercise, Internal Audi
improved, providing a more user friendly format including a gradin
recommendations (high, medium or low) and a requirement for the

been added.

t reports were
g of the priority of
Auditee to sign up to

time scales for implementation. An executive summary and assurance rating have also

9.13

Assurance is measured using two criteria, an appraisal of the contrg
operation and areview of the findings.

| of the systemin




10.0

Corporate Gover nance

10.1

Risk Management

10.1.1

Effective risk management is needed to enable the Council to deliv
objectives and has avital roleto play in ensuring that the organisati

or its key business
oniswell run.

10.1.2

The Council isalso increasingly entering into partnerships with pul]
voluntary organisations. Part of the process of setting up these part
that al relevant risks are identified and controls built into the mana

lic, private and
hershipsisto ensure
pement arrangements.

10.1.3

Despite this and the significant benefits that can be obtained from &
risk management (controlled insurance costs etc.) little has been do
said, the link between Audit and risk management as systems for cg
been recognised and the Head of Audit is now responsible for leadi
management issues.

system of business
neinthisarea. That
ntrolling risks has
hg on risk

10.2

Audit Committee Arrangements

10.2.1

Councils have aresponsibility to all stakeholders for the efficient af
delivery of services. For thisreason, there are important regulatory
aspects to Council audits.

nd cost effective
and value for money

10.2.2

The Cadbury Committee stated that regular review by an audit com
improve the quality and effectiveness of internal and external audit
accounting and control systemsin place. They could also provide 4
governance concerns.

mittee would
as well asthe
1 forum for raising




10.2.3

The Cadbury statement on audit committees has been acknowledgefl as a sensible one
for al public sector bodies, though progress on implementation hagbeen ad hoc. At

Eastbourne, Cabinet is fulfilling the role of the audit committee. H

bwever, recent high

profile corporate scandals have once again identified the need for aseparate and

independent audit committee with enhanced roles. ThellA have, f
produced a paper on Corporate Governance reforms that states “an
committee would provide a safeguard to help prevent governance f

br example, recently
effective audit
hilures.” The

Institute goes on to say that audit committees should be empowered to:

Set the ‘tone at the top’, upholding corporate integrity and enf
of ethical misconduct;

brcing zero tolerance

...monitor an effective, full-time internal audit function that reports directly to the

audit committee;

Promote coherent communication between the head of internal
management and the audit committee and an understanding of their
responsibilities;

audit, senior
respective

Benchmark internal controls against recognised frameworks tq ensure effectiveness,

efficiency, reliability and legal compliance;

Question internal and external auditors about the organisation’
processes in place to identify and manage risk on an ongoing basis.

s key risks...and the

10.2.4

If the risk management and internal control link between Auditor apd Committee is not

in place, or it is confined to low level financial controls rather than

higher level

management of risk, then it could be argued that a fundamental part of the corporate
governance processismissing. By providing the audit committee gnd management with

information about risk management processes Internal Audit can pr
Council’s Corporate Governance framework.

pvide support to the

10.2.5

The Council has not yet carried out aformal review of its corporate
arrangements and does not have a code of corporate governance pr
Thiswork will be required and must consider the benefits that the
through the establishment of a separate independent audit committe

governance

actice or action plan.
ouncil can derive
e,

11.0

Consultations

111

The Internal Audit Plan is subject to consultation with senior office
and the External Auditor.

r's across the Council

12.0

Human Resour ce and Financial I mplications




121 A recruitment campaign will be carried out to appoint a part-time A
term contract to carry out audit assignments whilst the Head of Aud
management issues. It isanticipated that any additional staffing co
through a combination of existing budget provisions together with 4
reduced insurance premiums, lower insurance excesses etc.

uditor on afixed

it isworking on risk
5ts can be met
iavings made through

13.0 Environmental, Youth and Anti-Poverty | mplications

131 There are no environmental, youth or anti-poverty implications as g

result of this report.

14.0 Summary

141 Thisreport provides details of the activities and performance of the
Service for the period 1 April 2002 to 31 August 2002 and highligh
future review of the Council’s corporate governance arrangements.

Internal Audit
ts the need for a

Martin Freeman

Head of Audit

Background Papers:

The Background Papers used in compiling this report were as follows:
Report to Scrutiny 18 February 2002 on the Best Value Review

Report to Cabinet 10 April 2002 on the Audit Plan 2002 to 2006

Report to Cabinet 5 September 2002 on the Anti Fraud and Corruption Policy
ThellA’s July 2002 Paper “A New Agenda for Corporate Governance Reform”
ThellA’s August 2002 Position Statement “Audit Committees and Internal Auditors’
Comprehensive Performance Assessment Indicators — Code of Audit Practice

To inspect or obtain copies of background papers please refer to the contact officer listed

of Finance

above.
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